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Windmill for Logistics Developers


A practical introduction and tutorial for Python and Bash developers

Audience: developers who know Python, Bash, Docker, Git, SQL, and REST APIs

Deployment target: Docker for local development; Windmill Cloud for QA and production

Running example: a logistics company that receives shipment events, validates them, updates PostgreSQL, alerts operations, and exposes small internal tools





How to use this book

This is a guided tour rather than a reference manual. Read the ideas in order, but run the examples in whatever order helps you learn. Windmill can be used from its web editor, its CLI, or ordinary source files in Git. You should become comfortable with all three because each is useful at a different point in a project.

The examples use deliberately ordinary logistics problems:


	importing a daily carrier file;

	looking up delayed shipments;

	running a multi-step exception workflow;

	accepting a delivery event through a webhook;

	giving operations a small internal app.



The code is intentionally small. In production you would add your own domain rules, observability, and error handling. The useful habit is to keep business logic in testable scripts and use flows to describe how those scripts cooperate.


Version note: Windmill changes quickly. Names, UI positions, plan limits, and edition requirements can change. Treat the official documentation for your Windmill version as the final authority, especially for Cloud and Enterprise features.
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1. The mental model

Windmill is an execution platform for small programs. You write a script in Python, Bash, TypeScript, SQL, or another supported language. Windmill runs it on a worker, gives it an API endpoint and a form, records the run, and lets you compose it into a larger flow.

Think of a script as a reliable verb:

validate_shipment()
fetch_open_delays()
send_ops_alert()

A flow is a sentence made from those verbs:

receive file -> validate rows -> write shipments -> notify on exceptions

The platform separates three concerns:


	Code: the business logic in a script.

	Orchestration: order, branching, retries, and data passing in a flow.

	Execution: workers, logs, schedules, permissions, and run history.



That separation is the reason Windmill feels different from a conventional web application. You do not need to build a queue consumer, an admin page, a scheduler, or a run history screen for every automation. You still own the domain code; Windmill supplies the execution machinery.


Scripts, flows, apps, and resources









	Concept
	What it is
	Logistics example





	Script
	A function-like runnable in one language
	Parse a carrier CSV



	Flow
	A directed set of steps and dependencies
	Import, validate, persist, alert



	App
	A UI composed around scripts and flows
	Search shipments by tracking number



	Resource
	A typed connection or configuration
	PostgreSQL connection



	Variable
	A reusable value, possibly secret
	Carrier API base URL



	Schedule
	A time-based trigger
	Run the import at 04:00



	Job/run
	One execution with status and logs
	Import for 2026-10-02



	Workspace
	A boundary for users and items
	Logistics production





Windmill gives each item a path. A path such as f/logistics/import/parse_carrier_file is both an address and part of the permission model. Treat paths as stable interfaces: changing one can affect flows and callers.



The worker picture

For self-hosting, Windmill has a small core architecture. PostgreSQL stores platform state and the job queue. The server serves the UI and API. Workers pull jobs and execute scripts. The server and workers do not need to call each other directly; both communicate through PostgreSQL. This makes adding worker capacity conceptually simple: run more worker containers and give them the same database connection.






2. A logistics project and its boundaries

We will build ParcelPilot, a fictional carrier-operations system. Its first version has four pieces:

Carrier CSV -----> nightly import flow -----> PostgreSQL
                                             |
Carrier webhook -> event flow --------------+
                                             |
Operations app <----- query scripts ---------+

The system stores shipments, delivery events, and exceptions. Windmill does not replace PostgreSQL; it coordinates the work around it.

A useful boundary is:


	PostgreSQL owns durable business data.

	Python owns validation and transformation.

	Bash owns glue around command-line tools.

	Windmill owns triggering, dependency order, permissions, retries, and run visibility.



Avoid putting every rule in a giant flow. A flow that is 40 nodes long is hard to test and difficult to review. Prefer small scripts with clear input and output, then compose them.


Suggested repository layout

parcelpilot/
├── f/
│   └── logistics/
│       ├── import/
│       │   ├── parse_carrier_file.py
│       │   ├── validate_shipments.py
│       │   └── persist_shipments.py
│       ├── operations/
│       │   ├── find_delayed_shipments.py
│       │   └── send_delay_alert.py
│       └── events/
│           └── handle_delivery_event.py
├── tests/
└── wmill.yaml

The exact generated files depend on the CLI version and your sync settings. The important idea is that the path hierarchy mirrors team ownership and business purpose.






3. Local Docker setup

You already have Windmill running in Docker, so the goal here is orientation rather than installation. A small self-hosted deployment normally includes:


	a PostgreSQL container or managed PostgreSQL database;

	a Windmill server container;

	one or more Windmill worker containers;

	optionally Caddy or another reverse proxy for TLS and routing.



The official Docker Compose setup is a good development default. Keep development data disposable and keep production data in managed PostgreSQL where possible.

Open the local Windmill UI and create a development workspace. Run one script manually, inspect its logs, and find its generated endpoint. You are learning three UI locations:


	the editor, where you change code;

	the run page, where you see inputs, logs, duration, and status;

	the workspace settings, where you connect Git, manage members, and configure resources.




Local configuration rules

Use different resource names in each environment, but keep their paths consistent. For example:

f/logistics/db
f/logistics/carrier_api
f/logistics/aws_s3

The development versions point at development systems. The QA and production versions point at their own systems. Code can then refer to the path without embedding a hostname or password.

Do not put production secrets in your local .env just because the Docker Compose file makes it convenient. Local secrets should be local-only, short-lived, and easy to rotate.






4. Your first Python script

Create a Python script called f/logistics/operations/normalise_tracking_number. Windmill exposes function parameters through the script interface. Keep the entry point explicit:

import re


def main(raw: str) -> str:
    """Return a canonical tracking number."""
    value = raw.strip().upper()
    value = re.sub(r"[ -]+", "", value)

    if not value:
        raise ValueError("tracking number cannot be empty")

    if not re.fullmatch(r"[A-Z0-9]{8,32}", value):
        raise ValueError("tracking number has an unexpected format")

    return value

Run it with ab 12-34-cd. The form should show the input and return AB1234CD. A failed validation should be visible as a failed job with a traceback and logs.

The script is now useful in several ways without additional code:


	a human can run it from the generated form;

	another flow can call it;

	a webhook or API client can call its endpoint;

	a schedule can invoke it;

	an internal app can use it as a backend action.



That automatic surface area is Windmill’s first major productivity gain.


Return structured data

Flows become easier to understand when scripts return JSON-like structures with stable keys:

def main(raw: str) -> dict:
    tracking_number = normalise(raw)
    return {
        "tracking_number": tracking_number,
        "normalised": tracking_number != raw,
    }

Keep output small and useful. Return identifiers, counts, and decisions. Store large files in object storage or PostgreSQL and return a reference.






5. Bash scripts and the command line

Bash is valuable for command-line integration and small operational tasks. This script checks whether a file arrived in an S3-compatible bucket using the AWS CLI:

#!/usr/bin/env bash
set -euo pipefail

: "${BUCKET:?BUCKET is required}"
: "${KEY:?KEY is required}"

aws s3api head-object --bucket "$BUCKET" --key "$KEY" >/dev/null
printf '{"bucket":"%s","key":"%s","present":true}\n' "$BUCKET" "$KEY"

Windmill treats declared parameters as inputs. For credentials, use a resource or secret variable rather than passing an access key as a normal string parameter. Depending on your worker image, install the required CLI tools or use a Python SDK instead.

Use Bash when its strengths matter:


	invoking aws, jq, psql, or a vendor CLI;

	composing a few well-understood shell commands;

	wrapping an existing operational script.



Use Python when you need substantial parsing, branching, typed structures, or tests. A 150-line Bash script with nested jq often becomes a maintenance problem.


Calling Windmill from Bash

Windmill provides a CLI and HTTP API. A simple pattern is to keep the endpoint or token in CI secrets and call a deployed script:

curl --fail-with-body \
  -H "Authorization: Bearer $WINDMILL_TOKEN" \
  -H "Content-Type: application/json" \
  -d '{"tracking_number":"AB1234CD"}' \
  "$WINDMILL_URL/api/w/my_workspace/jobs/run/f/logistics/operations/normalise_tracking_number"

Check the generated API details in your instance; endpoint shapes and authentication options can vary by version and trigger type.






6. Parameters, resources, variables, and secrets

This is where Windmill becomes a platform instead of a script editor.


Parameters

Parameters are inputs to one run. A tracking_number parameter belongs to the invocation and should be visible in the run input. Validate it at the boundary.



Resources

A resource is a structured connection. For PostgreSQL it contains the connection details and has a resource type. A script can accept a PostgreSQL resource as a typed parameter, allowing a developer to choose the resource from the editor without copying credentials into code.

Conceptually:

from typing import TypedDict


class PostgresResource(TypedDict):
    host: str
    port: int
    database: str
    user: str
    password: str
    sslmode: str


def main(db: PostgresResource, tracking_number: str) -> dict:
    # Use a PostgreSQL library with the supplied connection details.
    ...

Use the resource picker in the Windmill editor to bind f/logistics/db to the parameter. The job receives the resolved resource according to the caller’s permissions.



Variables and secrets

Variables are workspace values that can be referenced by path. Secrets are encrypted and permissioned values. Windmill encrypts secrets in its database and records secret-decryption events in audit logs, but a script can still leak a secret if it prints it. Treat logs as operational data with access controls.

Good examples:

f/logistics/config/carrier_api_base_url       variable
f/logistics/config/delay_threshold_hours      variable
f/logistics/secrets/carrier_api_token        secret

Do not use a secret for an ordinary feature flag. Do not use a plain variable for a token. Keep environment-specific values in the workspace where they are used.






7. PostgreSQL as the system of record

Create a small schema for the tutorial:

create table if not exists shipments (
    id bigserial primary key,
    tracking_number text not null unique,
    carrier text not null,
    promised_at timestamptz not null,
    delivered_at timestamptz,
    status text not null,
    last_event_at timestamptz,
    created_at timestamptz not null default now(),
    updated_at timestamptz not null default now()
);

create table if not exists shipment_events (
    id bigserial primary key,
    event_id text not null unique,
    tracking_number text not null,
    event_type text not null,
    occurred_at timestamptz not null,
    payload jsonb not null,
    received_at timestamptz not null default now()
);

create index if not exists shipments_status_idx on shipments(status);
create index if not exists shipments_promised_at_idx on shipments(promised_at);

Use unique keys to make retries safe. If the same webhook arrives twice, the event_id constraint gives you an idempotency boundary.


A query script

from datetime import datetime, timezone

import psycopg


def main(db: dict, hours_late: int = 24) -> list[dict]:
    cutoff = datetime.now(timezone.utc)
    with psycopg.connect(**db) as conn:
        with conn.cursor() as cur:
            cur.execute(
                """
                select tracking_number, carrier, promised_at, status
                from shipments
                where delivered_at is null
                  and promised_at < (%s - (%s * interval '1 hour'))
                order by promised_at
                """,
                (cutoff, hours_late),
            )
            columns = [column.name for column in cur.description]
            return [dict(zip(columns, row)) for row in cur.fetchall()]

Your Windmill Python runtime must have psycopg available. Add dependencies using the method supported by your Windmill version, or package the runtime in a controlled worker image.

Use parameterized SQL. Never concatenate user input into a query.






8. Flows: turning scripts into a process

A flow is a graph of jobs. Each step calls a script, another flow, or a built-in operation. Outputs can become inputs to later steps. Steps can run sequentially, in parallel, conditionally, or in a loop.

Imagine a flow as a train timetable:

parse file
    |
validate rows ---- invalid rows ----> write exception report
    |
persist shipments
    |
send summary

The flow editor lets you test up to a particular step. Use that feature constantly: it shortens feedback loops and helps you identify whether a failure came from input, a script, or orchestration.


Data passing

Prefer named outputs with small, explicit shapes:

{
  "accepted": 842,
  "rejected": 7,
  "exception_report_key": "imports/2026-10-02/exceptions.csv"
}

Avoid passing an entire 50 MB CSV from node to node. Store the file, pass its key, and let the next script retrieve it.



Failure design

For each step, decide:


	Should a transient error retry?

	Is the operation idempotent?

	Can the flow continue with partial results?

	Who should be alerted?

	What input is safe to replay?



Retries are not a substitute for idempotency. If a step creates a shipment record, use an external identifier and an upsert so a retry does not create a duplicate.






9. A flow for delayed shipments

Build f/logistics/operations/daily_delay_review with these steps:


	find_delayed_shipments queries PostgreSQL.

	A condition checks whether the result is empty.

	If there are delays, format_delay_digest creates a concise message.

	send_delay_alert sends the message to the operations channel.

	The flow returns the count and the run identifier.



The first script can return:

{
    "shipments": [...],
    "count": 12,
    "as_of": "2026-10-02T04:00:00Z",
}

Use the flow UI to map shipments into the formatter. Make the empty case explicit. A flow that silently does nothing is difficult to distinguish from one that failed before its query.


Scheduling

Attach a schedule such as 0 4 * * * in the appropriate timezone. Schedules are items with permissions and should live alongside the flow in the logistics folder. Decide whether the schedule should run as the owner, a service account, or another identity with access to the database and alerting resource.



Flow-level observability

Give the flow a useful name and return a summary. Individual steps provide logs, but the summary makes the run list useful for an operator scanning the last week of imports.






10. Triggers and webhooks

Windmill can trigger scripts and flows manually, on a schedule, through an HTTP endpoint, from another flow, through the CLI, and through event integrations. Each trigger answers a different question:




	Trigger
	Use it when





	Manual form
	A human starts an occasional operation



	Schedule
	Time is the business event



	Webhook
	Another system tells you something happened



	CLI/API
	CI, a service, or an operator starts a run



	Flow-to-flow
	One business process delegates to another



	Queue/event trigger
	Work should be consumed asynchronously





A webhook is an HTTP address mapped to a runnable. Treat it as a public API boundary even when it is “internal.” Authenticate it, validate the body, record an event ID, and return a useful status.


One webhook to analyse

Our carrier sends:

{
  "event_id": "evt_0183",
  "type": "delivered",
  "tracking_number": "AB1234CD",
  "occurred_at": "2026-10-02T12:14:00Z",
  "location": {"lat": 51.51, "lon": -0.12}
}

The webhook flow should:


	authenticate the sender;

	validate the shape and event type;

	insert the event using event_id as a unique key;

	update the shipment only if the event is newer than the stored event;

	return an acknowledgement.



The carrier may retry if it receives a timeout. Therefore, a duplicate request must produce the same business state as one request. This is the most important webhook lesson.






11. A webhook-driven delivery pipeline

Create f/logistics/events/handle_delivery_event:

from datetime import datetime
import json
import psycopg


def main(db: dict, payload: dict) -> dict:
    required = ["event_id", "type", "tracking_number", "occurred_at"]
    missing = [name for name in required if not payload.get(name)]
    if missing:
        raise ValueError(f"missing fields: {', '.join(missing)}")

    if payload["type"] != "delivered":
        return {"accepted": False, "reason": "unsupported event type"}

    occurred_at = datetime.fromisoformat(payload["occurred_at"].replace("Z", "+00:00"))
    with psycopg.connect(**db) as conn:
        with conn.cursor() as cur:
            cur.execute(
                """
                insert into shipment_events
                    (event_id, tracking_number, event_type, occurred_at, payload)
                values (%s, %s, %s, %s, %s)
                on conflict (event_id) do nothing
                returning id
                """,
                (payload["event_id"], payload["tracking_number"],
                 payload["type"], occurred_at, json.dumps(payload)),
            )
            inserted = cur.fetchone() is not None
            if inserted:
                cur.execute(
                    """
                    update shipments
                    set delivered_at = %s,
                        status = 'delivered',
                        last_event_at = %s,
                        updated_at = now()
                    where tracking_number = %s
                      and (last_event_at is null or last_event_at < %s)
                    """,
                    (occurred_at, occurred_at, payload["tracking_number"], occurred_at),
                )
    return {"accepted": True, "duplicate": not inserted}

For a real carrier, verify signatures or use a gateway that does so. Keep the handler fast. If downstream work is expensive, acknowledge the event after durable insertion and let a separate flow process it.


The response contract

Decide what your endpoint means by HTTP status. A malformed request should usually be a client error. A temporary database outage should be a server error so the sender can retry. A duplicate event is normally a successful acknowledgement because the desired state already exists.






12. Internal tools and apps

Operations teams often need a small tool, not a full product. Windmill can generate forms from script parameters and can compose richer internal apps around scripts and flows.

Build a “Shipment lookup” app with:


	a text input for tracking number;

	a button that calls get_shipment;

	a table showing status, promised date, and latest event;

	a button that calls create_manual_exception for authorised users.



Keep the read script separate from the mutation script. This makes permissions obvious and gives you two independently testable units.

The app should never accept a database password or arbitrary SQL. It passes a tracking number to a script that owns the query. This is safer and easier to audit.


Guest access and operators

Windmill supports authenticated users, and depending on edition and configuration, guest access patterns for deployed apps. Understand the distinction: a guest may use an app without being a normal workspace member, but the app still runs with a defined policy. For an internal logistics tool, normal SSO-authenticated workspace users are usually simpler.






13. Workspaces, folders, groups, and roles

This is the part many teams find confusing at first.


Workspace

A workspace is a container for users, groups, scripts, flows, resources, variables, schedules, and jobs. Workspace boundaries prevent accidental access across projects and environments. A practical setup is:

parcelpilot-dev       local or development Cloud workspace
parcelpilot-qa        QA workspace
parcelpilot-prod      production workspace

Whether you use separate workspaces or another promotion model depends on your Windmill plan and operating model. The important point is that QA and production should not share mutable database resources by accident.



Users and groups

A user is an individual identity. A group is a reusable collection of users such as logistics-developers, operations, or platform-admins. Put a person in a group once, then grant the group access to folders.



Folders

Folders group scripts, flows, apps, resources, variables, and schedules. Top-level folders should represent projects or permission scopes:

f/logistics/import/...
f/logistics/operations/...
f/logistics/events/...

Give the logistics-developers group writer access to the logistics folder. Give operations viewer access to query scripts and writer access only to the app actions they need. Give a small platform group admin access.



Roles

At the item level, Windmill commonly distinguishes Viewer, Writer, and Admin. Viewer reads and runs according to the item policy; Writer changes code and configuration; Admin can manage permissions and archive the item. Workspace admins have broad privileges.

Start with folders and groups instead of individually sharing dozens of items. Review access when an employee changes team. Keep production mutation permissions narrow.






14. Git, environments, and deployment

Treat your local workspace as development and Windmill Cloud workspaces as QA and production. The promotion path should be visible in Git:

feature branch -> pull request -> QA workspace -> production promotion

Windmill supports Git sync on Cloud and certain self-hosted editions. The CLI can pull and push workspace content, and Git sync can commit deployed scripts, flows, and apps. Check which direction is authoritative in your setup; do not enable two competing deployment mechanisms.


Environment-specific resources

Keep code paths stable while values differ:

f/logistics/db

In development it points to a local database; in QA it points to a QA database; in production it points to the production database. Variables and resources can be workspace-specific. Be careful: secrets and schedules may be skipped or treated specially by sync tooling for safety.



A sensible release sequence


	Develop and run scripts locally.

	Pull or push the workspace through the CLI and commit the generated files.

	Open a pull request.

	Run tests and deploy to QA.

	Exercise the webhook with a test carrier payload.

	Promote the reviewed change to production.

	Enable or update the production schedule only after the code is present.



Use a service identity for automation. Keep human credentials out of GitHub Actions. If your current Render.com setup already has deploy hooks, let Render continue to deploy your surrounding services while Windmill handles its own workspace promotion.






15. Testing and CI

Windmill supports CI test scripts attached to scripts and flows. A test script can call the runnable and assert its result. For Python:

# test: script/f/logistics/operations/normalise_tracking_number

def main() -> None:
    from f.logistics.operations.normalise_tracking_number import main as normalise

    assert normalise(" ab-12-34-cd ") == "AB1234CD"

    try:
        normalise("bad!")
    except ValueError:
        pass
    else:
        raise AssertionError("invalid tracking number should fail")

The exact import and annotation format depends on how your repository is generated. Windmill’s CI test templates and documentation are the authoritative examples for your version. The key idea is that the comment identifies the tested runnable and the test runs inside Windmill with the same dependency and permission assumptions.


What to test

Test pure business rules heavily:


	tracking-number normalisation;

	status transitions;

	delay calculations;

	event idempotency;

	malformed payloads.



Test integration boundaries with a disposable database or a dedicated QA resource. Avoid making a unit test send a real Slack message or mutate production.



Flow testing

Use the flow editor to test up to a step while developing. Add CI tests for important complete flows and for scripts that have branching or high business impact. A test should assert a useful outcome, not merely “the job finished.”



Pull requests

On supported Cloud and Enterprise configurations, Windmill can report CI test results on pull requests through Git sync. Configure the check as required in GitHub when you are ready. Until then, a GitHub Actions job that syncs to a QA workspace and runs your declared tests is a practical alternative.






16. Backups and recovery

Backups matter because Windmill’s PostgreSQL database contains platform state, including scripts/flows metadata and the job queue. Your business shipments should also live in a separately managed PostgreSQL backup strategy.


What to back up

Back up at least:


	the Windmill PostgreSQL database;

	your Git repository;

	resource and variable definitions, excluding secret values where appropriate;

	object-storage files referenced by workflows;

	deployment configuration and worker images.



If you use Windmill Cloud, ask what retention, point-in-time recovery, and export options apply to your plan. Do not assume the platform backup is a substitute for your own business-data backup.

If you self-host, use managed PostgreSQL or configure scheduled snapshots, WAL/PITR where available, and an off-site copy. Encrypt backups and restrict who can restore them.



Recovery drills

A backup is a hypothesis until you restore it. Test:


	restore a database into an isolated environment;

	start a Windmill server and worker against it;

	run a harmless script;

	confirm resources and permissions behave as expected;

	restore a sample shipment database separately.



Document recovery time and recovery point objectives. If the queue contains a job that was running during a failure, decide whether replay is safe. Idempotent scripts make recovery much less stressful.






17. Operating the platform lightly

You asked for little operations detail, so keep these principles nearby.


Logs and failures

Every job should answer: what ran, with which input, for how long, and why did it fail? Keep logs useful but avoid printing secrets or entire customer payloads. Return counts and identifiers in summaries.



Workers

Workers are where scripts run. If jobs queue up, add worker capacity or allocate worker groups for workloads with different requirements. A file import might need more memory; a lightweight webhook handler should stay fast and isolated.



Timeouts and retries

Set timeouts based on expected work. Retry network calls with bounded backoff. Do not retry validation failures. Make database writes idempotent before enabling automatic retries.



Upgrades

Pin versions for development and upgrade deliberately. Read release notes, test in QA, and keep a rollback path. In self-hosted Docker, the image tag and Compose configuration are part of your deployment artifact.



Render.com

Render can host surrounding services and managed databases. For a Windmill deployment, follow Windmill’s provider-specific guidance and confirm networking, persistent storage, TLS, and worker scaling. A common split is: Windmill Cloud for the orchestration plane, Render for existing APIs and web services, and a managed PostgreSQL service for application data.






18. Windmill compared with alternatives

No tool wins every workload.









	Tool
	Strength
	Trade-off





	Windmill
	Code-first scripts plus visual flows, APIs, forms, schedules, and permissions
	You must learn its workspace and resource model



	Airflow
	Mature scheduled data pipelines and ecosystem
	Python DAG operations can be heavy for small automations



	Dagster
	Strong data assets, lineage, and developer ergonomics
	More opinionated around data platform concepts



	Prefect
	Python-first orchestration with a friendly model
	UI and deployment choices differ from Windmill’s integrated apps



	Temporal
	Durable long-running workflows and sophisticated retries
	More infrastructure and application code; less instant internal UI



	n8n
	Fast visual integrations and broad connectors
	Code, testing, and enterprise governance can feel less central



	Zapier
	Very fast SaaS automation
	Cost, depth, and control can become limiting at logistics scale



	Retool Workflows
	Good fit with Retool internal tools
	Less focused on an open, code-first worker platform





Choose Windmill when your team wants ordinary code, Git, database access, webhooks, internal tools, and workflow orchestration in one environment. Choose Temporal when durable execution across long-running, stateful business processes is the primary requirement. Choose Airflow or Dagster when the center of gravity is a large analytical data platform with rich lineage.

For ParcelPilot, Windmill is a good fit because the same scripts can be APIs, flow steps, scheduled jobs, and app actions. That reuse is more valuable than a huge connector catalog.





19. A complete logistics blueprint

Here is a concrete first release.


Data pipeline: nightly carrier import

schedule 04:00
  -> download carrier file
  -> parse CSV
  -> validate rows
  -> upsert shipments
  -> write rejected rows to object storage
  -> publish import summary

Use a file hash or carrier batch ID to prevent duplicate imports. Store rejected rows with a run ID so operations can investigate them.



Internal tool: shipment lookup

operator enters tracking number
  -> get_shipment query
  -> render status and event timeline
  -> optional create_manual_exception action

Limit the mutation action to the operations group. Log who created the exception and why.



Workflow: daily delay review

find delayed shipments
  -> branch when count > 0
  -> format digest
  -> notify operations
  -> create follow-up task for severe delays

Keep notification failures visible. It is better to fail the run and retry than to report that a delay review succeeded when nobody was alerted.



Webhook: delivery events

carrier POST
  -> authenticate
  -> validate
  -> insert event idempotently
  -> update shipment conditionally
  -> acknowledge

Add a dead-letter path for payloads that pass authentication but fail business validation. Do not discard them silently.



Definition of done

Before production, verify:


	duplicate imports do not duplicate shipments;

	duplicate webhooks do not duplicate events;

	a delayed shipment produces exactly one intended alert per review run;

	QA uses QA resources and production uses production resources;

	the production schedule is owned by a service identity;

	logs do not contain tokens or passwords;

	a failed run can be replayed safely;

	the database and Git repository have tested backups;

	access is granted through groups and folders;

	a pull request runs meaningful tests.








20. What to learn next

After the first release, deepen your knowledge in this order:


	Learn the Windmill CLI and sync a small folder to Git.

	Add typed PostgreSQL resources to every database script.

	Add CI tests for validation, idempotency, and status transitions.

	Introduce a QA workspace and promotion rule.

	Add a worker group only when a real workload needs isolation.

	Add audit review and a quarterly permission check.

	Measure webhook latency, import duration, and failed-job rate.

	Document recovery steps and perform a restore drill.



The most useful design question remains simple: what is the smallest script that can own this decision, and what flow should coordinate it? If you can answer that clearly, Windmill’s UI, API, CLI, and workers become implementation details around a comprehensible system.





Appendix A: a compact glossary

App — A UI that calls scripts or flows.

Flow — A graph of runnable steps with dependencies, branching, and data passing.

Job — One execution of a script or flow.

Path — The stable workspace address of an item, such as f/logistics/db.

Resource — A typed connection or structured configuration.

Script — A runnable program that Windmill can expose through APIs, forms, schedules, and flows.

Secret — An encrypted variable with access controls and audit events.

Worker — A Windmill process that executes jobs.

Workspace — A boundary containing users and runnable items.





Appendix B: official documentation to keep open


	Self-host Windmill

	Scripts

	Flows quickstart

	Variables and secrets

	Roles and permissions

	Groups and folders

	Git sync

	CI test scripts

	Deploy to production



Use the documentation matching your Windmill release for exact UI labels, CLI flags, edition availability, and deployment commands.
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